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BLOCKCHAIN FOR ASSET MANAGEMENT

INTRODUCTION

[0001] Aspects of the present disclosure relate to manage-
ment of assets and, more particularly, to using blockchain
technology to comprehensively manage all aspects of a
supply chain, including manufacture, maintenance, and
replacement of parts and other assets.

[0002] Management of assets in an organization is often
performed using a variety of software applications that have
various shortcomings. For example, in many cases, different
lifecycle stages of assets may be managed by different
applications that are incompatible with one another. For
example, manufacturing, maintenance, and supply chain
stages may be managed by different applications. Further-
more, these applications may require significant manual
oversight in order to accurately track the lifecycle of an
asset.

[0003] In some cases, conventional techniques for man-
agement of assets involve the storage of large amounts of
data in a disorganized and/or unsecure manner, making it
difficult to track, protect, and verify the status and history of
an asset and difficult to distribute or share data among
owners of assets and manufacturers. Accordingly, there is a
need in the art for improved asset management techniques.

BRIEF SUMMARY

[0004] Certain embodiments provide a computer-imple-
mented method for asset management, comprising: receiv-
ing, by a management entity, a request from a user of a
distributed system to initiate management of a new asset on
the distributed system; validating, by the management entity,
the request based on one or more of: a characteristic of the
user; a location of the asset; funding related to the asset; or
a type of the asset; generating, by the management entity, a
data vault for the asset within the distributed system,
wherein the data vault comprises at least an identifier;
identifying, by the management entity, at least one user that
is an authoritative resource associated with the asset; pro-
viding, by the management entity, the at least one user with
the identifier; receiving, by the management entity from the
at least one user, descriptive data related to the asset;
providing, by the management entity, the descriptive data to
a data store for storage in a data store component; and
associating, by the management entity, the data store com-
ponent with the data vault for the asset

[0005] Insome embodiments, the method further includes:
receiving, by the management entity, a notification of a
lifecycle event related to the asset, wherein the notification
comprises the identifier, and wherein the lifecycle event
comprises one or more of: a manufacturing event; a main-
tenance event; or a supply chain event; and generating, by
the management entity, an entry in the data vault based on
the notification.

[0006] In certain embodiments, the notification of the
lifecycle event related to the asset comprises sensor data
received from the asset.

[0007] Insomeembodiments, the management entity noti-
fies a set of users of the entry in the data vault, wherein the
set of users are permissioned users for the data vault.
[0008] In particular embodiments, the method further
includes: receiving, by the management entity, a work order
request from a given user that is related to the asset;
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validating the work order request based on one or more of:
whether the given user has permission to initiate the work
order; whether funding for the work order is approved; or
whether the work order complies with a regulation related to
the asset; and notifying, by the management entity, the at
least one user of the work order.

[0009] In some embodiments, the method further includes
initiating, by the management entity, a smart contract on the
distributed system to manage a lifecycle of the work order.
[0010] In certain embodiments, the smart contract is con-
figured to: receive updates related to the work order from a
set of users that are permissioned users with respect to the
asset; and confirm that the work order is completed.
[0011] Insome embodiments, the method further includes:
receiving, by the management entity, a digital signature from
the at least one user; verifying, by the management entity,
the digital signature; closing, by the management entity, the
work order in response to the verifying; generating, by the
management entity, an entry in the data vault based on the
work order; and notifying, by the management entity, the set
of users of the entry in the data vault.

[0012] In certain embodiments, the asset comprises one
of: an item of equipment; a facility; an individual; or an
organization.

[0013] Other embodiments provide a system comprising a
processor and a non-transitory computer-readable medium
comprising instructions that, when executed by the proces-
sor, cause the processor to perform the method described
above as well as other methods described herein.

[0014] Other embodiments provide a non-transitory com-
puter-readable medium comprising instructions that, when
executed by a processor of an electronic device, cause the
electronic device to perform the method described above as
well as other methods described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The appended figures depict certain aspects of the
one or more embodiments and are therefore not to be
considered limiting of the scope of this disclosure.

[0016] FIG. 1 depicts an example computing environment
in which embodiments of the present disclosure may be
implemented.

[0017] FIG. 2 illustrates an example distributed system for
asset management.

[0018] FIG. 3 illustrates an example data vault for asset
management.

[0019] FIG. 4 illustrates example operations for asset
management.

[0020] FIG. 5 illustrates an example processing system
with which embodiments of the present disclosure may be
implemented.

[0021] To facilitate understanding, identical reference
numerals have been used, where possible, to designate
identical elements that are common to the drawings. It is
contemplated that elements and features of one embodiment
may be beneficially incorporated in other embodiments
without further recitation.

DETAILED DESCRIPTION

[0022] Aspects of the present disclosure provide tech-
niques for asset lifecycle management.

[0023] Techniques described herein provide end-to-end
management of assets such as equipment, facilities, employ-
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ees, and organizations (e.g., manufacturers, suppliers, main-
tenance organizations, and other types of organizations)
through the use of blockchains comprising secure, modifi-
cation-resistant data vaults and smart contracts. In some
embodiments, blockchain technology is used to track and
store information related to lifecycle events for assets, such
as manufacturing, maintenance, and supply chain events.
Some embodiments involve the use of smart contracts
executing on a blockchain to guide and verify stages in an
asset’s lifecycle, such as work orders. Furthermore, certain
embodiments involve receiving data from assets, such inter-
net of things (IoT) data captured by sensors associated with
assets, and storing the received data in the distributed
system.

[0024] A blockchain refers to a data store that is a decen-
tralized distributed ledger or record of time-stamped trans-
actions. A blockchain requires minimal structure and is
inherently trustworthy due to its secure and modification-
resistant properties. Using processing power and computa-
tional algorithms, such as smart contracts, to run and man-
age the blockchain, there are multiple security checks and
mathematical functions for securing the network. Security is
based on encrypting and decrypting data with randomly
generated transaction ID and digital signature keys, hash
pointers connecting all blocks in a linked list structure, and
computer nodes (computers on the network) continuously
running the network updating and distributing the ledger
while reaching consensus to verify and validate transactions.
Each transaction is time-stamped and recorded on a block.
Once verified, an updated ledger with the time-stamped
transaction is distributed to all nodes on the network. Once
stored on the blockchain, data cannot be modified without
involvement of security measures and consensus protocols
on the network.

[0025] A block in a blockchain stores a hash pointer
connecting the block to the previous block, as well as hashes
of values associated with transactions. Each block may, for
example, be a file. A block may be referred to as a data store
component.

[0026] Data vaults, which may encompass subsets of a
blockchain, store information specific to an asset, a user, a
category, or the like, and store digital signature keys asso-
ciated with users. A data vault may, for example be equiva-
lent to a “wallet” in blockchain terminology. In some
embodiments, a data vault for a given asset references
blocks on the blockchain that store transactions related to the
given asset.

[0027] Each given data vault is associated with one or
more transaction identifier (ID) keys, which are addresses of
the given data vault to which a plurality of users can send
transactions to, and may be equivalent to “public keys” in
blockchain terminology.

[0028] A digital signature key is private to a user, and is
used to sign off and send a transaction. This is the first key
of an asymmetric cryptographic key paired with a transac-
tion ID key used to transform a message to a readable
format. The digital signature key is used as the digital
signature for recording who signed off on which transac-
tions, and at what time. The digital signature key is equiva-
lent to a “private key” in blockchain terms.

[0029] A smart contract refers to a computer program that
executes within a block on a blockchain and computes a
certain set of instructions in order to facilitate, verify, and/or
enforce conditions, such as related to the negotiation and/or
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performance of a contract. A smart contract receives a
transaction request and computes predefined conditions of a
contract in order to verify that the request meets the criteria.
Subsequently, the smart contract may advance through dif-
ferent conditions until all criteria of the contract have been
completed and verified. Once the contract is complete, it
may be sent to one or more members of a consensus group,
such as managers, subject matter experts (SMEs), and/or the
like, for final verification (e.g., at which point each respec-
tive member may digitally sign the contract using the
respective member’s digital signature key). Once the con-
sensus group verifies contract is complete, a hash of the
transaction is then stored on a block that is added to the
blockchain and distributed throughout the network. In some
embodiments, the hash of the transaction is also added to
one or more data vaults, such as by associating the block that
was added to the blockchain with the data vault correspond-
ing to the asset.

[0030] In some embodiments, each asset managed on the
blockchain is associated with one or more users that are
identified as authoritative resources with respect to the asset.
An authoritative resource may be, for example, a subject
matter expert (SME), manager, owner, or the like. In some
embodiments, assets are also associated with permissioned
users, which may include authoritative resources as well as
other users that have permission to perform various opera-
tions with respect to the assets, such as creating new work
orders.

[0031] In one example, a smart contract manages a main-
tenance work order for an item of equipment, confirming
that the work order is initiated by a permissioned user (or, in
some embodiments, by an asset itself, such as using loT
technology) and subsequently verifying that conditions
specified in the work order are satisfied before storing a hash
of the work order transaction(s) in a block of a blockchain.
One or more authoritative resources may verify that the
work order has been completed before the hash is stored in
the block. Once stored on the blockchain, the transaction
may also be included in one or more data vaults, such as a
data vault of the asset and data vaults of users associated
with the asset.

[0032] Furthermore, embodiments of the present disclo-
sure involve automation facilitated by data captured by
assets themselves. For example, assets may be equipped
with IoT capabilities, and may capture and transmit data for
verification and storage on the blockchain. IoT technology
allows large amounts of data to be gathered, facilitating the
ability to predict failures and react before they occur. As
manufacturing techniques advance based on new technolo-
gies, loT capabilities are able to shift focus from preventa-
tive maintenance to predictive maintenance while paving the
path for integration of machine learning. For example,
identifiers and/or bar codes may be used to automatically
identify and track tags attached to equipment and shipments
in the supply chain. Techniques described herein involve the
use of blockchain technology to further advance IoT by
maintaining a continuously growing list of cryptographi-
cally secured data records captured from assets. In some
embodiments, various assets, such as equipment and facili-
ties, may communicate with one another via IoT technology
in order to exchange data related to assets. For example, a
smart factory may include facilities and equipment that
communicate updates to one another related to various
lifecycle events for assets, such as when a stage in a
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manufacturing process is complete for a given asset. loT
data may be exchanged over one or more networks and, in
some embodiments, is communicated to a management
entity for storage on a blockchain. Blockchain provides
valuable security for loT data, as all data gathered from IoT
devices is secured on the blockchain.

[0033] Accordingly, by allowing data about assets to be
securely and verifiably tracked and managed throughout
their lifecycles, techniques described herein improve the
utility and security of asset management systems. Further-
more, the use of data vaults that are specific to assets, users,
entities, categories, and/or the like organizes data into dis-
crete sets and allows fine-grained access control to be
implemented.

[0034] It is noted that, while certain embodiments involv-
ing the use of a blockchain are described herein, alternative
embodiments are possible in which other types of data stores
are used. For example, data may related to asset manage-
ment may be stored in a database, repository, or other type
of data store. In some embodiments, rather than storing data
in blocks of a blockchain, the data is stored in components
of a different type of data store, such as tables or columns of
a database or files of a physical or virtual storage system.

[0035] Embodiments of the present disclosure overcome
various shortcoming in conventional techniques, such as
those in which multiple software applications that may be
incompatible with one another are used to manage different
stages in assets’ lifecycles. By providing a unified system
that can be accessed by all interested parties and that also
receives data directly from assets, techniques described
herein improve the functioning and accessibility of asset
management systems.

Example Computing Environment for Asset
Management

[0036] FIG. 1 depicts an example computing environment
100 in which embodiments of the present disclosure may be
implemented. FIG. 1 is described in conjunction with FIG.
2, which illustrates an example blockchain, and FIG. 3,
which illustrated an example data vault.

[0037] Computing environment 100 includes a blockchain
120 that is distributed across a plurality of computing
systems 110A-N, as well as one or more clients 130 (e.g.,
client devices operated by users) and one or more assets 140,
all connected via a network 110. Network 110 represents a
connection over which data may be transmitted, such as a
local area network (LLAN), wide area network (WAN),
cellular data connection, the Internet, and/or the like.
[0038] Computing systems 110A-N represent computing
devices, such as server computers, that include processing
resources, storage resources, and network connectivity.
Blockchain 120 may, for example, be a distributed system
comprising a software-defined abstraction that utilizes the
physical resources of computing systems 110A-N. In one
example, blockchain 120 is a virtual machine.

[0039] For example, as illustrated in FIG. 2, blockchain
120 may comprise a plurality of connected blocks 210A-N.
Each block comprises data 212A-N, which may include
transaction information, documents, and other data related to
assets, supply chains, and users, as well as executable files
such as related to management entity 122 and smart contract
(s) 124. In some embodiments, data 212A-N comprises
hashes of data.
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[0040] Each of blocks 210B-N comprises a hash 214B-N
of'a previous block. The blockchain consists of a linked list
of blocks interacting like a linked chain. Each block has the
hash of the block before it essentially connecting every
block together in historical order. As mentioned before, a
block is where the hash of each transaction is stored. When
a transaction occurs on a blockchain network it goes through
a hash function to create the hash that is stored on the block.
The data or information that can be hashed representing a
transaction includes work orders, purchase requests, draw-
ings, specifications, maintenance criteria, operator and
maintenance manuals, financial transactions, personnel
information, loT data, asset commodities, facility informa-
tion, legal documents, secure documentation (e.g., docu-
ments related to government, military, or classified infor-
mation only to be seen by permissioned viewers), and all
documents pertaining to engineering calculations, to name a
few examples.

[0041] As described in more detail below with respect to
FIG. 2, the components of blockchain 120 may be imple-
mented as a series of blocks in a chain. Blockchain 120
comprises management entity 122, which performs opera-
tions described herein related to management of data related
to assets, and may be located in one or more blocks of the
chain. In other embodiments, management entity 122 is
implemented separately from blockchain 120, such as on a
server that performs management functions for blockchain
120. For example, management entity 122 may receive data
from client(s) 130 and/or asset(s) 140, and may verify and
store the data in data vaults 126 A-N, each of which may
comprise one or more blocks of the chain. Management
entity 122 may utilize one or more smart contracts 124 in
order to track and verify conditions related to the received
data. In one example, management entity 122 is also imple-
mented as one or more smart contracts executing on a
blockchain. For example, management entity 122 may com-
prise a smart contract program requesting specified infor-
mation based on request types and directing/retrieving trans-
actions through computational algorithms. Smart contracts
may execute within blocks on the blockchain. In some
embodiments, certain data and documents are stored outside
the blockchain on a cloud server accessible to permissioned
parties. For example, large amounts of sensor data may be
captured by assets, and some of the sensor data may not be
as critical to the lifecycle of a given asset as other data. In
an embodiment, sensor data that does not relate to a fault
condition, a maintenance action, or user input, may be stored
in a server that is separate from the blockchain, as this data
may not need to be accessed as frequently.

[0042] Data vaults 126 A-N represent data storage entities
that correspond to different assets, users, organizations,
categories, and/or the like. In some embodiments, each data
vault 126 is a software abstraction of storage resources of a
subset of computing systems 110A-110N. In certain embodi-
ments, data is stored on a blockchain of blockchain 120 and
subsets of the data are referenced by each data vault 126.
Data may overlap between data vaults. For example, the
same transactions may be included in a data vault for a
particular asset and another data vault for a user related to
the asset, while the data vault for the user may also include
transactions related to other assets. Data vaults allow data to
be partitioned into discrete sets that relate to certain assets,
users, categories, and the like. As such, permissions can be
set with respect to particular data vaults in order to effi-
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ciently manage privileges with respect to adding data based
on which data vaults pertain to a given user. A particular user
may, for example, have privileges to add data to a data vault
specific to the particular user, data vaults pertaining to assets
related to the user, data vaults pertaining to categories
related to the user, and/or the like.

[0043] Insome embodiments, each data vault 126 includes
one or more transaction ID keys that are used as public keys
and one or more digital signature keys that are used as
private keys. For example, as shown in FIG. 3, data vault
126A may comprise transaction 1D key(s) 302, which are
addresses used by clients 130 to direct transactions to data
vault 126 A for storage on blockchain 120, and digital
signature key(s) 304, each of which corresponds to a given
user associated with data vault 126 A and can be used by the
given user to sign or authorize transactions. Data vault 126A
further includes transactions 306, which represent data
related to lifecycle events of assets, such as maintenance
work orders and other types of data that have been com-
pleted and approved by an authorized user (e.g., a SME with
respect to an asset to which data vault 126 A corresponds, a
manager, and/or the like).

[0044] In one example, data vault 126 A corresponds to a
particular asset, data vault 126B corresponds to a particular
user, and data vault 126N corresponds to a particular cat-
egory, such as assembly line equipment, and includes data
related to all assets that fall within the particular category.
Users may have different levels of permissions with respect
to different data vaults 126, such as the ability to read, write,
and/or approve data related to certain data vaults 126.
Permissions may be maintained and enforced by manage-
ment entity 122 and/or based on digital signature keys such
as digital signature key(s) 304.

[0045] Blockchain 120 provides an end-to-end asset and
supply chain management system that tracks and maintains
data related to assets throughout their lifecycles in a secure
and verifiable manner. For example, a client 130 may submit
a request to add a new asset 140 to blockchain 120, such as
to add an item of manufacturing equipment to a particular
data vault 126. The client 130 may include a digital signature
key of a user of the client 130 in the request, and manage-
ment entity 122 may confirm that the user is authorized to
add the new asset 140 based on the user’s digital signature
key. In an example, management entity 122 determines that
the digital signature key included in the request corresponds
to a data vault 126 that relates to the category of manufac-
turing equipment, indicating that the user is a manager or
SME related to manufacturing equipment and is authorized
to add new manufacturing equipment assets to blockchain
120.

[0046] Insome embodiments, management entity 122 also
requests approval from one or more other users for adding
the new asset 140, either on its own or by executing a smart
contract 124. For example, if there is a user assigned as a
primary SME for manufacturing equipment, management
entity 122 may send a request to that user for approval to add
the new asset 140. Upon receiving approval from the one or
more other users, such as including digital signature keys,
management entity 122 adds the new asset 140 to the
system. In an example, management entity 122 creates a
new data vault 126 for the asset. In some embodiments,
management entity 122 requests additional information
related to the new asset 140 from the user of the client 130
and/or the one or more other users. For example, manage-
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ment entity 122 may send a pre-defined template for the
specific asset type that includes a request for standardized
information that would be entered by an asset SME. The
template may consist of a request for asset naming conven-
tions (e.g., the standardized way of entering the name of new
assets), asset maintenance modules (e.g., maintenance tasks
or checks), asset standards and requirements, asset location,
and all asset drawings, calculations, certifications, and com-
missioning documents. Once management entity 122
receives all information specified in the template and, in
some embodiments, after receiving approval of the infor-
mation from one or more other users, management entity
122 stores all of the received information related to the new
asset as one or more transactions in one or more blocks
210A-N (e.g., in a new block appended to the chain). The
one or more transactions added to the one or more blocks
210A-N are included in a data vault 126 for the new asset
140 and, in some embodiments, in other data vaults 126
corresponding to users, organizations, categories, and/or the
like.

[0047] Once the new asset 140 is added to blockchain 120,
various lifecycle events related to the new asset 140 are
managed by management entity 122. For example, the new
asset 140 may be manufactured by a third party, and various
transactions may be received from clients 130 related to the
manufacturing process. The third party may be given a
certain level of access with respect to a data vault for the
asset, and may submit transactions related to completing
different manufacturing stages from a client 130, and the
transactions may be approved by other users and may be
stored in new blocks 210 and referenced in one or more data
vaults 126. In some embodiments, financial transactions
related to the asset are also managed and maintained in
blockchain 120. For instance, management entity 122 may
initiate execution of a smart contract 124 executing on one
or more blocks 210 to govern purchase of the new asset 140,
and the smart contract 124 may request and confirm con-
tractual details regarding the purchase of the asset (e.g.,
dates, prices, shipment details, and the like). For example,
the smart contract 124 may request confirmation of shipment
from the third party, confirm shipment with a postal carrier,
request confirmation that the shipment was received, con-
firm validity of the shipment, confirm that deadlines are met,
initiate payment, and store each of these transactions in
blocks 210 (in some embodiments after receiving approval
along with digital signature keys from one or more particular
users) In some embodiments, each time a client 130 sends
transaction information to blockchain 130, such as to con-
firm shipment, the client 130 includes the transaction ID key
associated with the asset 140, which is used by management
entity 122 to identify data vaults 126 to which the transac-
tion information corresponds.

[0048] Furthermore, maintenance of the asset 140 may be
tracked by management entity 122. In an example, loT data
from the asset 140, such as sensor data, timer data, counter
data such as cycle counter data, or the like may indicate that
maintenance is due. In another example a client 130 may
send a work order for maintenance on asset 140 to manage-
ment entity 122. Upon confirming based on one or more
digital signatures from users that a maintenance action is
approved, management entity 122 initiates one or more
smart contracts 124 to guide the maintenance action. For
example, a smart contract 124 executed by management
entity 122 may track who is assigned as a maintenance
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professional, when maintenance is performed, whether IoT
data from the asset 140 indicates that the maintenance was
successfully completed, whether one or more users sign off
on the completed maintenance, and/or the like, storing
transactions related to the maintenance action in one or more
blocks 210 as appropriate. One or more users may be able
to charge time to a given work order, meaning that multiple
users may be able to work on the given work order, but there
may be only one user assigned as the authorized user to close
out the given work order. In some embodiments, smart
contracts 124 are given permission to access data, such as in
data vaults 126, by management entity 122.

[0049] In one example, a user sends a request to manage-
ment entity 122 from a client 130 to manage a new piece of
airplane manufacturing equipment for use in a particular
factory. Management entity 122 verifies that the user has
permissions to add data pertaining to a type of the piece of
airplane manufacturing equipment to blockchain 120 and
that the piece of airplane manufacturing equipment pertains
to the particular factory. For example, permissions for users
with respect to asset types and associations between asset
types and factories may be defined by an administrator and
stored on blockchain 120. In some embodiments, if the type
of the piece of airplane manufacturing equipment does not
have any permission data associated with it, such as if the
type has not previously been managed on blockchain 120, an
administrator or other authoritative user may be prompted to
approve the management of the new piece of airplane
manufacturing equipment. In some embodiments, manage-
ment entity 122 creates a new data vault 126 for the piece of
airplane manufacturing equipment. Management entity 122
then requests descriptive data related to the piece of airplane
manufacturing equipment, such as drawings, specifications,
estimates and/or the like from the user and/or another user
determined to be an authoritative resource for the piece of
manufacturing equipment. Upon receiving the descriptive
data, management entity 122 stores hashes of the descriptive
data in blocks of blockchain 120 and adds the blocks (e.g.,
pointers of the blocks) to the data vault 126 for the piece of
airplane manufacturing equipment as well as a data vault for
the user and a data vault for the particular factory. Subse-
quently, various life-cycle events of the piece of airplane
manufacturing equipment are tracked and managed on
blockchain 120 as described herein.

[0050] Additionally, supply chains of products may be
tracked and managed by blockchain 120. For example, a
maintenance action may require the purchase of parts. For
example, a purchase order for a part may be initiated by a
user or automatically by a smart contract 124 (e.g., based on
IoT data indicating that the part is needed). As such, a supply
chain for the part may be initiated by management entity
122, which may request approval of the purchase order from
one or more users, receive payment information, track
shipment of the part, and/or the like.

[0051] Supply chain management may be facilitated by
identifiers and/or barcodes associated with parts and other
assets, which may be scanned by clients 130 in order to relay
information to management entity 122. Some assets may be
equipped with various IoT features that allow various attri-
butes to be automatically tracked, such as when manufac-
turing and maintenance events were completed, sensor read-
ings, battery life, and the like. Each time barcode data or
other loT data is received by management entity 122 for an
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asset 140, this data may be written to the blockchain, thereby
establishing trust and accountability for all parties within the
process.

[0052] Information related to facilities may also be man-
aged in blockchain 120. For example, a secure facility may
be an asset 140, and various information about the secure
facility may be tracked and maintained. For instance, infor-
mation regarding entries and exits to and from the secure
facility, such as based on badge data or information from
other security systems, may be received by management
entity 122 and stored in a data vault 126 associated with the
secure facility. Furthermore, conditions of a building may be
monitored through user input as well as sensor and other [oT
data (e.g., data from security systems associated with facili-
ties, such as badge readers, cameras, and smoke detectors)
in order to determine when maintenance is needed on the
building, and maintenance actions for the building may
subsequently be managed by management entity 122.
[0053] Clients 130 may include various types of comput-
ing devices, such as laptop and desktop computers, tablet
computers, mobile devices, loT devices, and/or the like. In
some embodiments, users of clients 130 interact with block-
chain 120 through an application that provides a user
interface. In an example, each given user is assigned a given
data vault 126 that is specific to the given user, and the user
is able to access all information in the given data vault 126
through the user interface, as well as request to read and
write data with respect to various other data vaults 126 for
which the given user has various permissions. Many types of
user interfaces may be employed with techniques described
herein.

[0054] While certain examples are described herein
including manufacturing equipment, parts, maintenance
actions, facilities, and the like, techniques described herein
may be employed to manage other types of assets and
processes as well. For example, personnel data, legal
actions, computer equipment and networks, inventory, prod-
uct sales, and/or the like may also be managed using
embodiments of the present disclosure.

Example Operations for Asset and Supply Chain
Management

[0055] FIG. 4 illustrates example operations 400 for asset
and supply chain management. In some implementations,
operations 400 are performed by management entity 122 of
FIG. 1.

[0056] At 402, a management entity receives a request
from a user of a plurality of users of a blockchain to initiate
management of a new asset on the blockchain. For example,
management entity 122 of FIG. 1 may receive the request
from a client 130 of FIG. 1, initiated by a user, to add a new
asset 140 to blockchain 120.

[0057] At 404, the management entity validates the
request based on one or more criteria. In an example,
management entity 122 of FIG. 1 validates the request based
on one or more of: a characteristic of the user; funding
related to the asset; or a type of the asset. In one example,
management entity 122 of FIG. 1 confirms that the user is
authorized to initiate management of the new asset based on
a user identifier and/or digital signature key included in the
request. In certain embodiments, management entity 122 of
FIG. 1 confirms that funding for the asset is available and/or
authorized by one or more responsible users. In some
examples, management entity 122 of FIG. 1 confirms that
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the asset is of an appropriate type, such as whether the asset
is of a type that the user is authorized to manage, for which
funding is authorized, and/or the like. In one example,
management entity 122 confirms that a given item of equip-
ment belongs in a given factory and that the user has
authority to initiate purchase of the item of equipment.

[0058] At 406, the management entity generates a data
vault for the asset, wherein the data vault an identifier. In an
example, management entity 122 of FIG. 1 creates a data
vault 126 of FIG. 1 that is specific to the asset 140 of FIG.
1, and the data vault 126 comprises references to one or
more of blocks 210 of FIG. 2 that store transactions related
to the asset 140, and includes one or more transaction 1D
keys 302 and/or digital signature keys 304 of FIG. 3. The
identifier (e.g., transaction ID key) may be an address
associated with the data vault. In alternative embodiments,
the data vault is not created until transaction data is received
for storage in the data vault.

[0059] At 408, the management entity identifies at least
one user of the plurality of users that is an authoritative
resource, such as a subject matter expert (SME) or owner,
associated with the asset. In an example, management entity
122 of FIG. 1 determines that the user who submitted the
request is an authoritative resource with respect to the asset
140 of FIG. 1, while in other embodiments management
entity 122 of FIG. 1 determines that a different user is an
authoritative resource with respect to the asset. Users that
are authoritative resources with respect to assets may be
determined based on information stored in various data
vaults, such as a data vault that corresponds to a type of the
asset (e.g., a data vault associated with the type of the asset
may indicate one or more users that are authoritative
resources for all assets of the type).

[0060] At 410, the management entity provides the at least
one user with the identifier. In an example, management
entity 122 of FIG. 1 sends the at least one user a request for
additional information related to the asset, including the
identifier in the request. The request may be based on a
template corresponding to a type of the asset (e.g., the
template defining the types of information that are to be
requested for all assets of the type), and may include a
request for various types of information relevant to the asset.
For example, the additional information may include asset
naming conventions, asset maintenance modules, asset stan-
dards and requirements, asset location, asset drawings, cal-
culations, certifications, and/or commissioning documents.

[0061] At 412, the management entity receives descriptive
data related to the asset from the at least one user. For
example, the at least one other user may receive the request
sent at 410 via a client 140 of FIG. 1, and may provide the
descriptive data via the client 130 of FIG. 1 in response to
the request. The client 130 of FIG. 1 may then send the
descriptive data to management entity 122 of FIG. 1.

[0062] At 414, the management entity provides the
descriptive data to a blockchain for storage in a block. For
example, a hash of the descriptive data may be generated by
code on blockchain 120, of FIG. 1 and the hash of the
descriptive data may be stored in a new block 210 of FIG.
2 appended to the end of blockchain 120 of FIG. 1, and the
new block 210 of FIG. 1 is included in the data vault 126 of
FIG. 1 corresponding to the asset 140 if FIG. 1. If the new
block 210 of FIG. 2 is not the first block on the chain, it will
also include a hash of the previous block on the chain.
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[0063] At 416, the management entity associates the block
with the data vault for the asset. For example, management
entity 122 may add a reference to the new block 210 of FIG.
2 to the data vault 126 of FIG. 1 corresponding to the asset
140 of FIG. 1.

[0064] Some embodiments include receiving, by the man-
agement entity, a notification of a lifecycle event related to
the asset, wherein the notification comprises the identifier.
The lifecycle event may comprise one or more of: a manu-
facturing event; a maintenance event; or a supply chain
event. Certain embodiments include generating, by the man-
agement entity, an entry in the data vault based on the
notification (e.g., a transaction related to the data vault may
be stored in a block on the blockchain and referenced by the
data vault). For example, management entity 122 of FIG. 1
may store a transaction related to the lifecycle event in a new
block 210 of FIG. 2 that is included in (e.g., referenced by)
the data vault. In some embodiments, management entity
122 of FIG. 1 initiates one or more smart contracts related
to the lifecycle event.

[0065] In certain embodiments, the notification of the
lifecycle event related to the asset comprises sensor data
received from the asset.

[0066] Additional embodiments include receiving, by the
management entity, a work order request from a given user
of the plurality of users that is related to the asset. Embodi-
ments include validating the work order request based on
one or more of: whether the given user has permission to
initiate the work order; whether funding for the work order
is approved; or whether the work order complies with a
regulation related to the asset. Some embodiments include
notifying, by the management entity, the at least one user of
the work order. For example, an authoritative resource for
the asset may be notified of the work order and approval may
be requested from the authoritative resource. In some
embodiments, the given user and/or the at least one user
provide digital signature keys to management entity 122 of
FIG. 1.

[0067] Additional embodiments include initiating, by the
management entity, a smart contract on the blockchain to
manage a lifecycle of the work order. In an example,
management entity 122 of FIG. 1 initiates execution of a
smart contract 124 of FIG. 1 on blockchain 120 of FIG. 1 to
request and verify information related to one or more stages
of the lifecycle of the asset.

[0068] In some embodiments, the smart contract is con-
figured to receive updates related to the work order and
confirm that the work order is completed.

[0069] Further embodiments include receiving, by the
management entity, a digital signature from the at least one
user; verifying, by the management entity, the digital sig-
nature; closing, by the management entity, the work order in
response to the verifying; and generating, by the manage-
ment entity, an entry in the data vault based on the work
order.

[0070] In some embodiments, the asset comprises an item
of equipment, an individual, an organization, a manufac-
turer, or a facility. For example, the asset may by an item of
manufacturing equipment, a part, a secure facility, and
employee, a business, and/or the like. The asset may be
equipped with one or more sensors that gather and send data
to management entity 122 of FIG. 1. Not all data received by
management entity 122 of FIG. 1 is stored on a blockchain.
For example, not all IoT data needs to be transacted on the



US 2021/0192470 Al

blockchain due to the large quantities of data being com-
municated for each piece of equipment. This could cause
enormous traffic on network 110 of FIG. 1 and slow down
transaction speeds on the blockchain. This would also
require a massive amount of storage. Thus, transactions
recorded to the blockchain based on IoT data may be limited
to equipment failures, faults, human initiated parameter
changes, shutdowns, and warning signals, as well as certain
communications from equipment to equipment and from
equipment to facility. These transactions may not be in the
form of work orders but, rather, in the form of notification
transactions recorded on the blockchain and added to the
asset’s history in its data vault. In some embodiments, all
other IoT data may be stored outside the blockchain, such as
in a data storage device associated with the asset.

[0071] All data stored in blockchain may be accessible to
all or a permissioned subset of users. As such, transactions
related to an asset may be reviewed, tracked, audited, and
verified by all concerned parties. Accordingly, techniques
described herein promote trust, security, and accountability
in asset and supply chain management.

Example Processing System for Asset and Supply
Chain Management

[0072] FIG. 5 depicts a processing system 500 that may be
used to perform methods described herein, such as the
operations 400 for asset and supply chain management
described above with respect to FIG. 4. In certain embodi-
ments, processing system 500 is representative of one or
more of computing systems 110A-N of FIG. 1. In other
embodiments, certain components of processing system 500
are representative of one or more of clients 130. For
example, all components of processing system 500 other
than the contents of memory 508 and storage 510 may be
representative of components of clients 130.

[0073] Processing system 500 includes a CPU 502 con-
nected to a data bus 512. CPU 502 is configured to process
computer-executable instructions, e.g., stored in memory
508 or storage 510, and to cause processing system 500 to
perform methods as described herein, for example with
respect to FIG. 4. Though depicted as only including only
one CPU 502, processing system 500 may have more than
one processor.

[0074] Processing system 500 further includes input/out-
put device(s) and interface(s) 504, which allows processing
system 500 to interface with input/output devices, such as,
for example, keyboards, displays, mouse devices, pen input,
and other devices that allow for interaction with processing
system 500. Note that while not depicted with independent
external I/O devices, processing system 500 may connect
with external I/O devices through physical and wireless
connections (e.g., an external display device).

[0075] Processing system 500 further includes network
interface 506, which provides processing system 500 with
access to external networks, such as network 590, and
thereby external computing devices.

[0076] Processing system 500 further includes memory
508, which in this example includes management entity 514
and smart contract 516, which may correspond to manage-
ment entity 122 and a smart contract 124 of FIG. 1, and may
perform operations described above with respect FIG. 4. In
one example, management entity 514 manages information
related to one or more assets 140 of FIG. 1, including
information received from clients 130 of FIG. 1, storing data
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as transactions in blocks 210 of FIG. 2, and generating data
vaults 126 of FIG. 1 (e.g., including data vault 530) for
storing data related to particular assets, users, organizations,
categories, and/or the like.

[0077] Note that while shown as a single memory 508 in
FIG. 5 for simplicity, the aspects stored in memory 508 may
be stored in different physical memories, but all accessible
to CPU 502 via data connections, such as bus 512.

[0078] Processing system 500 further includes storage
510, which in this example includes data vault 530, which
represents a data vault 126 of FIG. 1. Data vault 530 stores
transaction data, transaction ID keys, digital signature keys,
and/or the like. The aspects depicted in storage 510 may, in
some embodiments, be distributed across a plurality of
systems.

[0079] While not depicted in FIG. 5, other aspects may be
included in storage 510.

[0080] As with memory 508, a single storage 510 is
depicted in FIG. 5 for simplicity, but the various aspects
stored in storage 510 may be stored in different physical
storages, but all accessible to CPU 502 via internal data
connections, such as bus 512, I/O interfaces 505, or external
connection, such as network interface 506.

[0081] As processing system 500 is representative of one
node in a blockchain, such as one of computing systems 110
of FIG. 1, it is noted that various components depicted in
processing system 500 may be distributed across a plurality
of processing systems. For example, aspects of management
entity 514 may run on a single processing system 500 or on
a plurality of processing systems.

Example Embodiments

[0082] The following are example embodiments. Notably,
the reference numerals in the examples below are merely
examples. Further, even if single claim dependencies are
indicated in the following examples, or in the claims below,
all claim dependencies, including multiple claim dependen-
cies, are included within the scope of the present disclosure.
[0083] Embodiment 1: A method for asset management,
comprising: receiving, by a management entity (122), a
request from a user of a plurality of users (130) of a
distributed system (120) to initiate management of a new
asset (140) on the distributed system (402); validating, by
the management entity (122), the request based on one or
more of: a characteristic of the user; a location of the asset;
funding related to the asset; or a type of the asset (404);
generating, by the management entity (122), a data vault
(126) for the asset within the distributed system, wherein the
data vault comprises an identifier (406, 302, 304); identify-
ing, by the management entity (122), at least one user of the
plurality of users that is an authoritative resource associated
with the asset (408); providing, by the management entity
(122), the at least one user with the identifier (410); receiv-
ing, by the management entity (122) from the at least one
user, descriptive data related to the asset (412); providing, by
the management entity (122), the descriptive data to a
blockchain for storage in a block (414); and associating, by
the management entity (122), the block with the data vault
for the asset (416).

[0084] Embodiment 2: The method of Embodiment 1,
further comprising receiving, by the management entity
(122), a notification of a lifecycle event related to the asset
(140), wherein the notification comprises the identifier (302,
304), and wherein the lifecycle event comprises one or more
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of: a manufacturing event; a maintenance event; or a supply
chain event; and generating, by the management entity
(122), an entry (306) in the data vault (126) based on the
notification.

[0085] Embodiment 3: The method of Embodiment 2,
wherein the notification of the lifecycle event related to the
asset comprises sensor data received from the asset (140).
[0086] Embodiment 4: The method of Embodiment 1,
wherein the management entity (122) notifies a subset of the
plurality of users (130) of the entry (306) in the data vault
(126), wherein the subset of the plurality of users are
permissioned users for the data vault (126).

[0087] Embodiment 5: The method of Embodiment 1,
further comprising: receiving, by the management entity
(122), a work order request from a given user of the plurality
of'users (130) that is related to the asset (140); validating the
work order request based on one or more of: whether the
given user has permission to initiate the work order; whether
funding for the work order is approved; or whether the work
order complies with a regulation related to the asset (404);
and notitying, by the management entity (122), the at least
one user (130) of the work order.

[0088] Embodiment 6: The method of Embodiment 5,
further comprising initiating, by the management entity
(122), a smart contract on the distributed system to manage
a lifecycle of the work order (124).

[0089] Embodiment 7: The method of Embodiment 6,
wherein the smart contract is configured to: receive updates
related to the work order from a subset of the plurality of
users that are permissioned users with respect to the asset;
and confirm that the work order is completed (124).
[0090] Embodiment 8: The method of Embodiment 7,
further comprising: receiving, by the management entity
(122), a digital signature from the at least one user (130);
verifying, by the management entity (122), the digital sig-
nature; closing, by the management entity (122), the work
order in response to the verifying; generating, by the man-
agement entity (122), an entry (306) in the data vault (126)
based on the work order; and notifying, by the management
entity (122), the subset of the plurality of users of the entry
in the data vault (126).

[0091] Embodiment 9: The method of Embodiment 1,
wherein the asset comprises one of: an item of equipment;
a facility; an individual; or an organization (140).

[0092] Embodiment 10: A system (500) comprising a
processor (502) and a non-transitory computer-readable
medium (508) comprising instructions that, when executed
by the processor, cause the processor to perform methods of
Embodiments 1-9.

[0093] Embodiment 11: A non-transitory computer-read-
able medium (508) comprising instructions that, when
executed by a processor (502), cause the processor to
perform methods of Embodiments 1-9.

[0094] The preceding description is provided to enable
any person skilled in the art to practice the various embodi-
ments described herein. The examples discussed herein are
not limiting of the scope, applicability, or embodiments set
forth in the claims. Various modifications to these embodi-
ments will be readily apparent to those skilled in the art, and
the generic principles defined herein may be applied to other
embodiments. For example, changes may be made in the
function and arrangement of elements discussed without
departing from the scope of the disclosure. Various examples
may omit, substitute, or add various procedures or compo-
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nents as appropriate. For instance, the methods described
may be performed in an order different from that described,
and various steps may be added, omitted, or combined. Also,
features described with respect to some examples may be
combined in some other examples. For example, an appa-
ratus may be implemented or a method may be practiced
using any number of the aspects set forth herein. In addition,
the scope of the disclosure is intended to cover such an
apparatus or method that is practiced using other structure,
functionality, or structure and functionality in addition to, or
other than, the various aspects of the disclosure set forth
herein. It should be understood that any aspect of the
disclosure disclosed herein may be embodied by one or
more elements of a claim.
[0095] The following claims are not intended to be limited
to the embodiments shown herein, but are to be accorded the
full scope consistent with the language of the claims. Within
a claim, reference to an element in the singular is not
intended to mean “one and only one” unless specifically so
stated, but rather “one or more.” Unless specifically stated
otherwise, the term “some” refers to one or more. No claim
element is to be construed under the provisions of 35 U.S.C.
§ 112(f) unless the element is expressly recited using the
phrase “means for” or, in the case of a method claim, the
element is recited using the phrase “step for.” All structural
and functional equivalents to the elements of the various
aspects described throughout this disclosure that are known
or later come to be known to those of ordinary skill in the
art are expressly incorporated herein by reference and are
intended to be encompassed by the claims. Moreover, noth-
ing disclosed herein is intended to be dedicated to the public
regardless of whether such disclosure is explicitly recited in
the claims.
What is claimed is:
1. A computer-implemented method for asset manage-
ment, comprising:
receiving, by a management entity, a request from a user
of a distributed system to initiate management of a new
asset on the distributed system;
validating, by the management entity, the request based
on one or more of:
a characteristic of the user;
a location of the asset;
funding related to the asset; or
a type of the asset;
generating, by the management entity, a data vault for the
asset within the distributed system, wherein the data
vault comprises at least an identifier;
identifying, by the management entity, at least one user
that is an authoritative resource associated with the
asset;
providing, by the management entity, the at least one user
with the identifier;
receiving, by the management entity from the at least one
user, descriptive data related to the asset;
providing, by the management entity, the descriptive data
to a data store for storage in a data store component;
and
associating, by the management entity, the data store
component with the data vault for the asset.
2. The computer-implemented method of claim 1, further
comprising:
receiving, by the management entity, a notification of a
lifecycle event related to the asset, wherein the notifi-
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cation comprises the identifier, and wherein the life-
cycle event comprises one or more of:

a manufacturing event;

a maintenance event; or

a supply chain event; and

generating, by the management entity, an entry in the data

vault based on the notification.

3. The computer-implemented method of claim 2,
wherein the notification of the lifecycle event related to the
asset comprises sensor data received from the asset.

4. The computer-implemented method of claim 1,
wherein the management entity notifies a set of users of the
entry in the data vault, wherein the set of users are permis-
sioned users for the data vault.

5. The computer-implemented method of claim 1, further
comprising:

receiving, by the management entity, a work order request

from a given user that is related to the asset;
validating the work order request based on one or more of:
whether the given user has permission to initiate the
work order;
whether funding for the work order is approved; or
whether the work order complies with a regulation
related to the asset; and

notifying, by the management entity, the at least one user

of the work order.

6. The computer-implemented method of claim 5, further
comprising initiating, by the management entity, a smart
contract on the distributed system to manage a lifecycle of
the work order.

7. The computer-implemented method of claim 6,
wherein the smart contract is configured to:

receive updates related to the work order from a set of

users that are permissioned users with respect to the
asset; and

confirm that the work order is completed.

8. The computer-implemented method of claim 7, further
comprising:

receiving, by the management entity, a digital signature

from the at least one user;

verifying, by the management entity, the digital signature;

closing, by the management entity, the work order in

response to the verifying;

generating, by the management entity, an entry in the data

vault based on the work order; and

notifying, by the management entity, the set of users of the

entry in the data vault.

9. The computer-implemented method of claim 1,
wherein the asset comprises one of: an item of equipment;
a facility; an individual; or an organization.

10. A system comprising one or more processors and a
non-transitory computer-readable medium comprising
instructions that, when executed by the one or more proces-
sors, cause the system to perform a method for asset
management, the method comprising:

receiving, by a management entity, a request from a user

of a distributed system to initiate management of a new
asset on the distributed system;

validating, by the management entity, the request based

on one or more of:

a characteristic of the user;

a location of the asset;
funding related to the asset; or
a type of the asset;
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generating, by the management entity, a data vault for the
asset within the distributed system, wherein the data
vault comprises at least an identifier;

identifying, by the management entity, at least one user

that is an authoritative resource associated with the
asset;

providing, by the management entity, the at least one user

with the identifier;

receiving, by the management entity from the at least one

user, descriptive data related to the asset;

providing, by the management entity, the descriptive data

to a data store for storage in a data store component;
and

associating, by the management entity, the data store

component with the data vault for the asset.

11. The system of claim 10, wherein the method further
comprises:

receiving, by the management entity, a notification of a

lifecycle event related to the asset, wherein the notifi-
cation comprises the identifier, and wherein the life-
cycle event comprises one or more of:

a manufacturing event;

a maintenance event; or

a supply chain event; and

generating, by the management entity, an entry in the data

vault based on the notification.

12. The system of claim 11, wherein the notification of the
lifecycle event related to the asset comprises sensor data
received from the asset.

13. The system of claim 10, wherein the management
entity notifies a set of users of the entry in the data vault,
wherein the set of users are permissioned users for the data
vault.

14. The system of claim 10, wherein the method further
comprises:

receiving, by the management entity, a work order request

from a given user that is related to the asset;
validating the work order request based on one or more of:
whether the given user has permission to initiate the
work order;
whether funding for the work order is approved; or
whether the work order complies with a regulation
related to the asset; and

notifying, by the management entity, the at least one user

of the work order.

15. The system of claim 14, wherein the method further
comprises initiating, by the management entity, a smart
contract on the distributed system to manage a lifecycle of
the work order.

16. The system of claim 15, wherein the smart contract is
configured to:

receive updates related to the work order from a set of

users that are permissioned users with respect to the
asset; and

confirm that the work order is completed.

17. The system of claim 16, wherein the method further
comprises:

receiving, by the management entity, a digital signature

from the at least one user;

verifying, by the management entity, the digital signature;

closing, by the management entity, the work order in

response to the verifying;

generating, by the management entity, an entry in the data

vault based on the work order; and
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notifying, by the management entity, the set of users of the

entry in the data vault.

18. The system of claim 10, wherein the asset comprises
one of: an item of equipment; a facility; an individual; or an
organization.

19. A non-transitory computer-readable medium compris-
ing instructions that, when executed by a processor, cause
the processor to perform a method for asset management, the
method comprising:

receiving, by a management entity, a request from a user

of a distributed system to initiate management of a new
asset on the distributed system;

validating, by the management entity, the request based

on one or more of:
a characteristic of the user;
a location of the asset;
funding related to the asset; or
a type of the asset;
generating, by the management entity, a data vault for the
asset within the distributed system, wherein the data
vault comprises at least an identifier;
identifying, by the management entity, at least one user
that is an authoritative resource associated with the
asset;
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providing, by the management entity, the at least one user
with the identifier;

receiving, by the management entity from the at least one
user, descriptive data related to the asset;

providing, by the management entity, the descriptive data
to a data store for storage in a data store component;
and

associating, by the management entity, the data store
component with the data vault for the asset.

20. The non-transitory computer-readable medium of

claim 19, wherein the method further comprises:

receiving, by the management entity, a notification of a
lifecycle event related to the asset, wherein the notifi-
cation comprises the identifier, and wherein the life-
cycle event comprises one or more of:

a manufacturing event;
a maintenance event; or
a supply chain event; and

generating, by the management entity, an entry in the data
vault based on the notification.

#* #* #* #* #*



